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DISCLAIMER

This “Tender Document for Supply, Installation and Commissioning of Router & Firewall for
Goa Police Department. This tender is neither an agreement, nor an offer or invitation to
perform work of any kind to any Party. The purpose of this tender is to provide interested
parties with information to assist them in the preparation of their Bid.

Whilst the information in this tender has been prepared in good faith, it is not and does not
purport to be comprehensive or to have been independently verified. Neither the ITG, nor any
of its Officers or Employees accept any liability or responsibility for the accuracy,
reasonableness or completeness of, or for any errors, omissions or misstatements, negligent
or otherwise, relating to the proposed Project, or makes any representation or warranty,
express or implied, with respect to the information contained in this tender or on which this
tender is based or with respect to any written or oral information made or to be made
available to any of the Recipients or their Professional Advisers and, so far as permitted by
law and except in the case of fraudulent misrepresentation by the Party concerned, and
liability therefore is hereby expressly disclaimed.

The information contained in this tender is selective and is subject to updating, expansion,
revision and amendment at the sole discretion of the ITG. It does not, and does not purport
to, contain all the information that a recipient may require for the purposes for making a
decision for participation in this process. Neither the ITG nor any of its officers, employees
undertakes to provide any Party with access to any additional information or to update the
information in this tender or to correct any inaccuracies therein which may become
apparent. Each Party must conduct its own analysis of the information contained in this
tender, to correct any inaccuracies therein and is advised to carry out its own investigation
into the proposed Project, the regulatory regime which applies thereto and by and all matters
pertinent to the Project and to seek its own professional advice on the legal, financial,
regulatory and taxation consequences of entering into any agreement or arrangement
relating to the Project.

This tender includes certain statements, estimates, projections, targets and forecasts with
respect to the Project. Such statements, estimates, projections, targets and forecasts reflect
various assumptions made by the Management, Officers and Employees of the ITG, which
assumptions (and the base information on which they are made) may or may not prove to be
correct. No representation or warranty is given as to the reasonableness of forecasts or the
assumptions on which they may be based and nothing in this tender is, or shall be relied on
as, a promise, representation or warranty.
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@ Info Tech Corporation of Goa Limited
(A Government of Goa Undertaking)
An ISO 9001: 2015 & ISO 27001: 2013 Certified Company]

IT-HUB, 3" Floor,
Altinho-Panaji, Goa-403001

NOTICE INVITING e-TENDER (NIT)
(Electronic mode only)
Bids are invited by Info Tech Corporation of Goa Ltd (ITG) in two bids — Eligibility cum

Technical bids and Financial bids from well established and reputed organizations / agencies
/ suppliers /Service providers who fulfill the eligibility criteria and having sufficient
infrastructure & Manpower and proven track record in the field of Supply, Installation and
Commissioning of Network Router and Firewall. The Router and Firewall along with the
necessary accessories has to be supplied, installed, tested, commissioned and maintained for
the Goa Police Department requirement and provide the necessary after sales service support
(onsite). Bidders who fulfill the eligibility criteria shall participate in the tender (subject to

fulfillment of eligibility criteria for the Tenderer / Bidder mentioned herein).

Sr No | Item Particulars
1 Description of the work Supply, Installation and Commissioning of
Router and Firewall for Goa Police Department
2 Mode of Tendering e-Tendering
E-Tendering Website https://eprocure.goa.gov.in
4 Tender Document Fee Rs 4000/- Rupees Four thousand only
(Non-Refundable)
5 Tender Processing Fee Rs 5000/- Rupees Five thousand only
(Non-Refundable)
6 Earnest Money Deposit Rs 62,500/- (Rupees Sixty Two Thousand Five
(E.M.D.) Hundred only)
7 Mode of Tender Document, | To be paid online through e-payment mode via
Processing Fees & EMD NEFT/RTGS/NetBanking facility
8 Date and Time for request of | 09/11/2022 to 08/12/2022 upto 15: 00 hrs
Tender Document
9 Last Date and Time for 08/12/2022 upto 15: 00 hrs
Online submission of bids
10 Date and Time for opening / | 09/12/2022 upto 11: 00 hrs
of Eligibility cum Technical
bids
11 Date and Time for opening / | To be intimated later
of commercial bids
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Bids not conforming to the requirements mentioned above and as laid down in the terms and

conditions or non submission of EMD online at the time of opening of the Eligibility cum

technical bid are liable to be summarily rejected. The decision of the Managing Director, Info

Tech Corporation of Goa Ltd, for purpose of Eligibility cum Technical Qualification /

Financial Bid shall be final and binding to all the tenderers/bidders.

a. The Bidder is expected to carefully examine the specifications and terms & conditions of
the Tender. Failure to furnish all information required in the Tender or submission of a
bid not substantially responsive to the Tender in every respect will be at the Bidder’s risk
and may result in the rejection of the bid.

b. The Bidder should use the electronic mode of tendering using the website

https://eprocure.goa.gov.in to submit his best possible bid /quote for the item given

therein.
c. Late submission of bids will not be permitted by the e-Tendering System.
d. Last minute submission of bids should be avoided. As such, ITG will not be responsible
for any failures in submission of bids.
e. Incomplete or Conditional bids will be summarily rejected.
f. For any of the assistance regarding participation in the e-Tender contact Support
HelpDesk-
1. 7972854213 2. 7822039673 3.7972871944 or email us at e-tender.goa@gov.in
For and on behalf of Info Tech Corporation of Goa Ltd

S/d-

Managing Director
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SCOPE OF THE PROJECT

Background

INFO TECH CORPORATION OF GOA LTD. (ITG), an ISO 9001:2015 Certified
Organization, has been set up by the Government of Goa to promote overall growth of

the state's economy through the use of Information Technology.

INFO TECH CORPORATION OF GOA LTD has been providing various IT services to
the Government Departments/Institutions/Organizations in the State of Goa has setup the
required IT Infrastructure for the use of e-Governance Application, etc in their respective
offices with an aim towards creating an e-citizen for all transactions and for making Goa

as an “Intelligent State”.
Scope of the project: Supply, Installation and Commissioning of said Router and

Firewall for Goa Police Department for CMS project as per the requirement of the Goa

Police Department.
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DEFINITIONS & ACRONYMS

In this tender document and associated documentation, the following terms shall be

interpreted as indicated below:

ITG Info Tech Corporation of Goa Ltd, Goa

GOG Government of Goa

OEM Original Equipment Manufacturer

EMD Earnest Money Deposit

DD Demand Draft

PAN Permanent Account Number

Deity Department of Electronics and Information Technology,
New Delhi

PBG Performance Bank Guarantee

MAF Manufacturer’s Authorization Form

Purchaser Info Tech Corporation of Goa Ltd, Goa

Bidder/Tenderer Person/Company who bids against this tender

Contractor/Supplier successful Tenderer / Bidder to whom tender is awarded

Contract an undertaking signed by the Vendor against the Tender

NMS Network Monitoring System

UPS Un-interrupted Power supply

Non-responsive failure to furnish complete information in a given format
and manner required as per the tender documents or non-
submission of tender bid in given Forms/Pro-forma or not
following procedure mentioned in this tender or any of
required details or documents is missing or not clear or
not submitted in the prescribed format or non submission
of tender fee or EMD

IT Infrastructure All the IT related equipments which includes hardware,
software’s, networking, etc
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CHAPTER 1 Invitation for Bids (IFB)

1. Bids are invited by Info Tech Corporation of Goa Ltd (ITG) in two bids — Eligibility cum
Technical bids and Financial bid from well established and reputed organizations / agencies /
suppliers who fulfill the eligibility criteria and having sufficient infrastructure & Manpower
and proven track record in the field of Supply, Installation and Commissioning of Router and
Firewall for Goa Police Department. The router and firewall along with the necessary
accessories has to be supplied, installed, tested, commissioned and maintained for the Goa
Police Department and provide the necessary after sales service support (comprehensive
onsite) at such site/s. Tenderer /Bidder should submit the proposal on the

https://eprocure.goa.gov.in. The first part will consist of Eligibility cum Technical Proposal

and the second part will consist of Financial Proposal.

2. Bidders should go through the website https://eprocure.goa.gov.in_for understanding the e-
tendering process and to know the process for submitting the electronic bids at the website.

3. Bidders need to have a Class 3 category Digital signature issued by a licensed Certifying
Authority (CA) for e-Tendering Portal.

4. Complete bid document terms and conditions and tender form containing all the details
has been published on the websites https://infotech.goa.gov.in and
https://eprocure.goa.gov.in.

5. The Bids can be submitted up to date and time given in NIT.

6. An Earnest Money Deposit (E.M.D.) should be provided by the tenderer / bidder. The
EMD has to be paid online before the last date and time for online submission of bids as
given in the NIT. EMD in any other form will not be accepted.

7. Bids would be considered only in the prescribed form/ document. Bids not submitted in
prescribed format will be summarily rejected.

8. The eligibility Bid will be opened as per schedule in NIT and in the presence of bidder /
designated representatives of the bidder, if present. The qualifying bids of the eligibility
evaluation process shall only be considered for further evaluation of the Eligibility cum
Technical and Financial Bid. The Financial bid will be opened in the presence of the qualified
bidders/ designated representatives of the bidder, if present on a separate date and time as

mentioned in the NIT. In case there is a change in this scheduled date and/or time, then the
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qualified bidders (eligibility cum technical bid) will be intimated about the date and time via
letter/email/phone.

9. No contractual obligation whatsoever shall arise from the Tender Document/ bidding
process unless and until a formal contract is signed and executed between the tendering
authority and the successful bidder.

10.  The Bidder shall be deemed to have satisfied himself fully before Bidding as to the
correctness and sufficiency of its Bids for the contract and price quoted in the Bid to cover all
obligations under this Tender.

11. It must be clearly understood that the Terms and Conditions and specifications are
intended to be strictly enforced. No escalation of cost in the Tender by the Bidder will be
permitted throughout the period of completion of contract.

12.  Bidders shall not make attempts to establish unsolicited and unauthorized contact with
the Tender Inviting Authority, Tender Scrutiny Committee, Tender Accepting Authority,
after the opening of the Tender and prior to the notification of the Award and any attempt by
any Bidder to bring in extraneous pressures on the Tender Accepting Authority shall be
sufficient reasons to disqualify the Bidder.

13.  Notwithstanding anything mentioned above, the Tender Inviting Authority or the
Tender Accepting Authority may seek clarifications from the Bidders relating to the tenders
submitted by them during the evaluation of tenders.

14.  Info Tech Corporation of Goa Ltd. disclaims any factual/ or any other errors in this
document (the onus is purely on the individual bidders to verify such information) and the
information provided herein is intended only to help the bidder to prepare a logical bid-

proposal.
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CHAPTER 2 Eligibility Criteria & Mandatory Conditions

The bidder must fulfill the following eligibility conditions and must also submit documentary
evidence in support of fulfilling these conditions while submitting the Eligibility Bid. The
scanned copy/copies of these documents should be uploaded on the e-tendering website
during submission of bids before its last date. Failure to comply with these requirements may

result in the bid being rejected.

Note: Bidders should read these conditions carefully and comply strictly while

sending/submitting their Bids.

ELIGIBILITY CRITERIA FOR BIDDER FOR THE PURPOSE OF QUOTING IN
THIS TENDER:

Keeping in mind the local service setup and accessibility required to extend support, it is
considered essential that the bidder should have a strong local presence, specifically
authorized for this Tender / project. The bidder should also provide the ‘“Manufacturer’s

Authorization Certificate” (MAF) wherever necessary.

Sr. Clause Documents required

No

1 | The Tenderer / bidder should have a proprietorship | 3) Valid documentary proof
firm / partnership firm / registered in India in the | of:

same name as the quoting company for last three | Certificate of incorporation
(3) years as on the date of issue of the Notice OR

Inviting Tender.

(* The Tenderer / bidder should have an established

- Registration Certificate OR

. . - GST registration, Registration
office in Goa. If the same does not exists then & &

o with Village Panchayat or any
should be setup within a month from the date of

. Govt. organization in the
being empanelled)

State of Goa.

(upload and save file as

“Document A”)
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The bidder must have an annual financial turnover
of average Rs. 7.50 Lakhs during each of the last 3
years ending 31% March 2022.

(2019-20, 2020-21, 2021-22)

a) Valid documentary proof

of:

- Copies of the audited

accounts. OR certificate from
CA

(upload and save file as

“Document B”)

The Tenderer/Bidder should have experience of

successfully executed work of

One or more project carrying out networking works
total amounting to Rs 10.00 lakhs
for the last 3 financial years (2019-20, 2020-21,

2021-22) ending March 2022.

a) Valid documentary proof

of:

- Copies of the Work order
along with proof of

successful completion /client
certification

(upload and save file as

Document C”)

The bidder should have at-least minimum two (2)

Service Engineers on its own pay roll.

a) Valid documentary proof
of:

- Certificate from bidder for
number of qualified Engineers
professionals employed by the

bidder giving names & address.
(upload and file as

‘Document D’)

Save

The bidder shall not be eligible if it has presently
blacklisted by

Government/PSU on the date of notice inviting

been any  State/Central

tender.

a) Valid documentary proof

of:

- A signed copy of the
undertaking  (Annexure-II)
with seal.

( upload and save file as

‘Document E’)
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1.

2.

LATE TENDERS:
Any Tender received by the Purchaser after the deadline for submission of Tenders

prescribed by the Purchaser shall be rejected.

OPENING OF TENDERS BY PURCHASERS:

The purchaser shall download all the documents submitted by the Tenderer/Bidder and
place the same in the presence of tenderer/bidder or his authorized representative who
choose to attend, on due date. The Tenderers representatives who are present shall sign an

attendance register.

In case there is a change in this scheduled date and/or time, then the technically qualified

tenderers/bidders will be intimated about the date and time by a letter/email.

The financial bid of only those bidders who qualify in the eligibility cum technical bids

process will be opened.

ITG’s decision on the dispute in any way touching or concerning the tender will be final.

CLARIFICATION OF TENDERS:

To assist in the examination, evaluation and comparison of Tenders, the Purchaser may,
at its discretion ask the tenderer/bidder for the clarification and the response shall be
online e-tender website, e-mail or in writing. However, at no cost Tender clarification at

the initiative of the tenderer/bidder shall be entertained.

CONTACTING THE PURCHASER:
No tenderer/bidder shall try to influence the Purchaser on any matter relating to its
Tender, from the time of the Tender opening till the time the contract is awarded. This

may result in the rejection of the Tender.
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5. PURCHASER’S RIGHT TO ACCEPT ANY TENDER AND TO REJECT ANY
OR ALL TENDERS:
The purchaser reserves the right to accept or reject any tender and to annul the tendering
process and reject all tenders, at time prior to award for contract without assigning any
reason whatsoever and without thereby incurring any liability to the affected

tenderers/bidders on the ground for purchaser’s action.

6. AWARDING OF CONTRACT:
1. ITG will award the work to the tenderer/bidder who has quoted the lowest rate. In case
more than one offer with the lowest rate are received, ITG reserves the right to award the
work to more than one bidder ie., Split the work among the bidders in equal proportions.

2. The decision taken by ITG in the process of tender evaluation will be firm and final.

7. PERIOD OF CONTRACT:
1. Tender shall remain valid for 6 months from the last date of bid submission prescribed

by the purchaser.

8. TERMINATION OF THE CONTRACT
If the tenderer/bidder fails to fulfill its obligations under the contract, which includes non
supply of the equipments, ITG reserves the right to select another tenderer/bidder to
accomplish the supplies. Any costs, damages etc. resulting out of the same shall have to
be borne by the outgoing tenderer/bidder. Violation of any of the terms and conditions of
the tender / contract will attract forfeiture of Security deposit and cancellation of work

order / termination of the contract.

9. TERMS AND CONDITIONS

a. The submission of more than one tender under different names by one agency is
prohibited.
b. Incomplete and conditional tenders shall be rejected. Tenders that do not fulfill all

or any of the above conditions will be liable for rejection.
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The tender submitted without valid EMD at the time of opening of the Technical
Bid will be rejected.
. The technical details may please be submitted as per Technical Bid and rates in
commercial bid.
Suppliers must furnish information brochures, product catalogue and other
technical literature in respect of their product. One full set of original manuals
pertaining to every item of Hardware and Software (if any) are to be supplied. The
manuals in respect of the Hardware items should also describe the basics of items
including methods of connections, power feeding etc.
Acknowledgement should be obtained from concerned department against the
delivery & installation of the items. ITG will also appoint an officer from its
Department who shall report to the Managing Director of ITG concerned. Any
difficulty during the period of the project will be resolved by the concerned
officer.
ITG has the right to negotiate with the lowest tenderer.
. ITG has the right to split the requirements and place the order on one or more
vendors.
ITG has the right to carry out the inspection and verify the details submitted by
the tenderer/bidder and in case the information submitted is found to be false the
bid of such a tenderer shall be rejected.

The quantities mentioned are approximate and may vary at the time of placing
the order. No compensation will be paid on account of varying quantity.
. Conditional offers are liable to be rejected.
ITG/Department will not make any advance payment. ITG will make the payment
only on receipt of the items successfully delivered & commissioned and
acknowledged by the respective nodal officer of the Client Department. The
payment will be released only upon receiving the payments from the concerned

client department.

No other charges shall be payable except for the rate quoted for the quantity
mentioned.
No modification in the rates will be accepted/entertained except in case of

changes made and agreed by the Goa Police Department.
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h. Delivery as per schedule should be completed within 30 days from the date of the
order. In the event of any delay in adhering to the time schedule for delivering by

the specific date, the tenderer shall be liable for the payment of penalty @5%

of tender value for per week of delay subject to 20% of tender value for the

delaved period as liquidated damages to the Department. The day will be

reckoned at the end of working hours.

m. Any delay beyond one week in adhering to the prescribed delivery schedule or

failure to supply requisite material of agreed quality and specifications would

entitle the Department/ITG to cancel the order.In such an event, the

Department/ITG shall not be liable to pay any amount and the supplier shall not
be entitled to recover from the Dept./ITG any amount by way of damages, loss or
otherwise for such cancellation of the order but at the same time the Dept./ITG
shall be entitled to recover the loss which the Dept./ITG may incur on account of
non-delivery or late delivery or on account of placing orders with other suppliers
and recover from the supplier the difference between the price at which it has been
agreed to supply and the price at which the Dept./ITG is forced to place fresh
orders.

n. The Earnest Money deposit (EMD) of Rs. 62,500/- (Rupees Sixty Two
Thousand Five Hundred only) The EMD of the non-successful tenderers will be
returned. The EMD of successful tenderers/bidders will be returned on successful
supply of items against the PO and further on submission of security deposit @

10% of the PO value.

Tenders submitted without the EMD will be rejected.

o. Security Deposit @ 10% of the total cost of Purchase order is to be deposited in

the form of Bank Guarantee which will be retained by the ITG till the satisfactory
completion of the work/warranty period. The Director reserves the right to forfeit

the amount in case contractor fails to execute the order.

0. INSTALLATION: Bidder shall be responsible for installation/demonstration
wherever applicable and for after sales service during the warranty and thereafter.

The installation shall be completed within a week from the date of intimation
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regarding the arrival of the equipment in the institute. A penalty equivalent to 1%
of the value of the goods will be levied for every week’s delay in installation. No
sub-contracting will be allowed for installation/ commissioning or maintaining

system/ equipment/instrument during or after warranty period.

p. Installation, demonstration has to be arranged by the supplier free of cost.

g- The equipment is to be guaranteed for trouble free performance. The defects, if
any, during the guarantee period are to be rectified free of charge by arranging
free replacement wherever necessary. Any charges and or governmental levies on

account of the replacement are to be borne by the supplier /agent.

r. Force majeure Clause :- If any item during the currency of the contract, the
performance in whole or in part by either party of any obligation under this
contract shall be prevented or delayed by reasons of any war, hostility, acts of God
(hereinafter referred as events) then provided notice of the happening of any such
event is given by either party to other within 40 hours from the date of occurrence
thereof, neither party shall, by reasons of such event, b entitle to terminate the
contract not shall either party have claim for damages against the other in respect

of such non-performance or delay in performance/supply of goods.

s. The Tender Clauses are liable for alteration without any notice and decision of

Managing Director (ITG)/ Director of Information and Publicity shall be final.

t. The Managing Director (ITG)/ITG reserves the right to amend, modify, add or
delete, accept or reject in part or full any conditions or specifications or quantity
or the offers without assigning any reason thereof. The decision of the Managing

Director /Director shall be final.

Tender(s) / Bidder(s) should submit documentary evidence in support of fulfillment of

all criteria’s, while submitting its bid(s). The scanned copy of these documents should be

uploaded on the e-tendering portal during submission of bids before its last date.

Failure to comply with these requirements may result in the bid being rejected. No hard

copy of the bid shall be accepted in the office of ITG.
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10. TECHNICAL REQUIREMENTS AND COMMERCIAL BID
(INDICATIVE)

Online quotation/tender Online Mode only are invited from reputed suppliers or authorized

dealers for the Supply, Installation and Commissioning of Network Router and Firewall.

1. Router Model No: CISCO ISR 4451/K9

A. Performance Requirement

Wire-speed performance equivalent to 1Gbps or higher for concurrent services such as
Routing and Firewall, IPS, VPN, Encryption/Decryption.

Active/Active and Active/Standby support for all services and stateful failover of runtime
sessions using integrated or dedicated Stateful Firewall. In case, if firewall is dedicated
module or chassis it should support transparent mode to avoid the creation of additional L3
network in between.

4x10/100/1000 Mbps and 2xGigabit SFP (SX & LX one each) router Ports (At least 4
Ports should be usable in any combination)

16x10/100/1000 Mbps L3 Switched Ports at wire speed,

Hardware based encryption and VPN Support for 3DES, and AES 256, VPN tunnels.

Intrusion Prevention as well as other essential security features.

B. Routing & Multicasting

IPv4 and IPv6 support, including IPv4-1Pv6 tunnels

Static routing, RIPv1/2, RIPng for IPv6, OSPFv2 and v3, BGP4/4+

Policy-based routing

Inter-VLAN routing

High availability : VRRP, redundant router connections

IGMPv1/2/3 for IPv4; M LDv1/2 for IPv6

PIM-SM for IPv4/v6

C. LAN Features

10/100/1000 Base-TX

IEEE 802.1x port authentication, MAC based authentication

IEEE 802.1p

IEEE 802.1Q

IEEE 802.3ad LACP

IEEE 802.1s MSTP

VLAN Registration Protocols for dynamic VLANs

Port mirroring

Jumbo frames

D. WAN Features

Serial V.35

Point-to-Point Protocol (PPP), including PPP over Ethernet (PPPoE)

HDLC
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Multilink PPP (MLPPP)

E. Quality of Service/Traffic Management

WRED, DiffServ, bandwidth guarantee/sharing, flow monitoring, traffic policing

8 level Priority Class Based Queuing- Per IP address/subnets, ports, DSCP and ToS bits,
VLAN ID, (802.1Q), VLAN Priority (802.1p)

VLAN Classification (port and MAC based)

2. Firewall Model No: CISCO FPR 2110-NGFW-K9

Stateful Packet Inspection and failover Firewall

Routed or transparent mode of operation

Multiple zone support (including Corporate, Internet, DMZ)

Access Control Lists (ACL)

NAT, including policy-based NAT/PAT

Multiple Distributed Denial of Service (DDoS) Attack Preventions

IPSec, PPTP

IPS: Integrated Inline DPI based detection and mitigation of all network threats and viruses.
Signature updation/distribution should be possible through centrally placed in-house
management Server.

B. VPN

Integrated hardware for encryption and VPN acceleration

IPSec VPN with Stateful failover, Group VPN Based on RFC 6407, GDOI

3DES, AES, SHA 1,SHA-256

VPN Client support

C. Management & Service provisioning

Management: Telnet, SSHv2, SFTP, PAP, CHAP, SNMPv2, SNMP v3, DHCP, DNS
Proxy, RADIUS, TACACS+, PKI functions and management of keys and X.509 digital
certificates.

Monitoring: Syslog, statistics, RMON, alarm

Diagnostics: BERT, loopback testing, trace route, packet capture

D. Reliability & Availability

Redundant power supply (Internal) and variable-speed cooling fans.

Hot swappable Modules

E. International Power Safety & Energy efficiency certifications

UL/CSA/IEC/EN 60950-1

Common Criteria (ISO/IEC 15408) EAL or NIAP/CCEVS Protection Profiles certification
for the model or family
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E-Tender Ref. No: ITG-IT/0938/ GPD-Router-Firewall/2022/2029 dated 09.11.2022

Financial Bid

Supply, Installation and Commissioning of Router & Firewall to Goa Police Department

Name of the work :

BIDDER / AGENCY Name
Total cost of item in Rs
: GST In Rs
S.N. (I:ts:;: Item Description Make/Model | Qty | Units Prlﬁ: In (Incl of Tax)
In % In Rs In Figures In Words
A B C D E F G H I= (F+H) J

Router Model No:
1 RF1 CISCO ISR 4451/K9 1 Nos 0.00 0.00
Firewall Model No:
2 RF2 | CISCO FPR  2110- 1 Nos 0.00 0.00
NGFW-K9
Total 0.00 0.00
Note A *** All supplied equipment for the project must not become end-of-support before a minimum period of 7 years. A
declaration from the OEM to that effect must be submitted by the supplier
Note B *#%* Faulty Hard disks shall not be returned back to the vendor.
*#* Secured Router for main location (PHQ) shall be integrated with existing PAN India network, therefore, vendor should
Note C strictly ensure the interoperability w.r.t. Group VPN GDOI Based on all the aspects as defined by RFC 6407 (Key server,

policy server, CA server, Management servers etc.)
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Note D

*#* The offered equipment should not be end of sale within one year of last date of submission of the bid. The Router and
Firewall can be a single box solution or two box solution with IPS and subscription licenses. The infrastructure, being part
of a security project, will not be connected to Internet. Therefore, all the licenses should be perpetual and permanent without
any dependency on the Internet.

Note E

*#% All the PAN India Networking devices including devices to be supplied through this procurement for main location
(PHQ) will be managed using existing centrally installed EMS/NMS servers like Cisco ISE, Key and Policy Servers, CA
servers for enrolment and and generation of digital certificates for Routers, IPS signature distribution using CSM, Firepower
etc. Therefore, solution quoted for main location (PHQ) should be manageable using these EMS/NMS servers along with
the required license. However, these conditions do not apply for the solution quoted for branch locations.

Note F

*** The detailed specifications are mentioned in the Technical Bid sheet

Note G

*#% All the items shall carry 03 years comprehensive onsite warranty and support.

**All vendors may kindly note that by quoting for the tender, they agree to all the terms & conditions mentioned Above/tender.
*#%% Kindly fill and upload the Technical Bid and Commercial Bid/s
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ANNEXURE-1

I.

II.

II1.

Addressed to:

Bid Form (to be uploaded)

a.

Name of the Bidding authority

Managing Director

b.

Address

Info Tech Corporation Of Goa Ltd
(A Govt. Of Goa undertaking)
IT-HUB,

3" Floor, Altihno-Panaji
Go0a-403001

Telephone

(0832) 2226024 / 2225192

NIT Reference: Tender No.: ITG-1T/0938/ GPD-Router-Firewall/2022/2029
Date: 09/11/2022

Other related details:
1. | Name of Bidder with Office
Address
2. | Name & Designation of
Authorized Signatory
3. | Year of Establishment
4. | Type of Firm Public | Private | Partnership | Proprietary
Ltd. Ltd.
Put Tick (CJ) mark
5. | Telephone Number(s)/
Mobile
6. | Website URL if any
7. | Fax No.
8. | Email Address
9. | Registered Address
Office Phone Fax:
Address in Contact
Goa Person
10. Address
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Iv.

Phone Fax:

Service Contact
Center (s) in Person

Goa

(Enclose list of Service Center consisting name of contact person, telephone

no., e-mail address, office address.)

11.| Annual Turnover for the 2019-20 2020-21 2021-22

last 3 years

(proof to be enclosed)

12.| Existence of the
Organization for the last 3
years in india.

(Municipal / Panchayat
Trade License copy or any
other document specifically
in name of tenderer/bidder

to be attached)

(Proof showing
documentary evidence
should be uploaded)

13.| Has the Bidder been black-
listed by any of the offices
of the Govt. of Goa? If so,

details may be provided

We agree to abide by all the conditions mentioned in this Bid Document issued by the
Bidding Authority and also the further conditions of the said Bid Notice given in the
attached sheets (all the pages of which have been digitally signed by us in token of

acceptance of the terms mentioned therein).
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V.  Reproduced/ re-word-processed formats or Bidders own formats for the price bids
will disqualify the Bid. However the Bidder can reproduce exactly the same format

for clarity in filling due to shortage of space.

VI.  The rates quoted are applicable up to 6 months from the last date of bid submission.

The validity period can be extended with mutual agreement.

VII. This Bid form and Terms & Conditions in token of acceptance along with duly filled

letter of undertaking / declaration.

Signature

Name

Designation

Place

Date & Seal
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ANNEXURE-2 Bidders Undertaking

(Indicative Format)

(The form should be signed with seal and then scanned and uploaded on the tender
wizard)

(Certificate to be issued by bidder on the company letterhead)

UNDERTAKING

To,

The Managing Director,

InfoTech Corporation of Goa Ltd,
Altinho-Panaji, Goa.

Sub: Undertaking for participating in the tender reference: Tender No.: ITG-IT/0938/ GPD-

Router-Firewall/2022/2029 Date: 09/11/2022
We, <Name of the firm> , having a registered office at <Office
address> , bearing registration no. <Registration no.> , state the

following against the tender for Supply, Installation and Commissioning of Router and

Firewall to Goa Police Department.

1. We hereby agree to strictly abide by the Terms & Conditions of the tender, and also to

undertake full responsibility for providing services with onsite maintenance support.

2. We hereby confirm that we are presently neither blacklisted/barred by Government /
Semi — Government / Quasi- Government organization or Govt. Corporation on the

date of notice inviting tender.

3. We hereby undertake that all the components/parts/assembly/software used in the
equipment shall be original new Components /parts/assembly/software from
respective OEMs/equivalent of the products shall be used. In respect of licensed
software, we undertake that the same shall be supplied along with the authorized

license certificate.
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4. We hereby also declare that all the particulars furnished by us in this Tender are true
to the best of my/our knowledge and we understand and accept that if at any stage,
the information furnished is found to be incorrect or false, we are liable for
disqualification from this tender and also are liable for any penal action that may

arise due to the above.

5. We declare that the Eligibility cum technical bid has been submitted without any
conditions and strictly as per the conditions of the tender document and we are aware

that the bid is liable to be rejected if it contains any other conditions.

(Signature with seal / stamp of the company)
Name:

Designation:

Place:

Date:

Signature Npt Verifigd

Digitally signed by‘
KAVATHANKAR |
Date: 2022.11.09 16:

L ocation: Goa
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